synapse:

Synapse Networks - Magic Distributed Monitoring & Analysis (SYN-MA)

E D d

Fehler-Analyse / Troubelshooting Erkennung von Sicherheits-Gefahren

Verbindungs-Abbriche, DNS-Fehler, LAN/WAN DMZ-Licken, ungesicherte
lange Logon-Zeiten, Applikations- C Namensdienste, gefahrliche Web-

Probleme, Routing-Fehler, N ETWORK Applikationen, interne Sicherheits-
Schwierigkeiten bei AD- Minderungen durch Migrations-
Integration/Migration, ... Unscharfen, zweideutige Adressen, ...
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- 1 Analyse-Experten-System
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synapse:

Synapse Networks - Magic Distributed Monitoring & Analysis (SYN-MA)

Ein typischer, erster Aufbau der SYN-MA beginnt mit folgender Einrtistung von Messtechnik:
1 Analyse-Agenten in ¢é

DMZ (Internet)

RZ / Domain Server (DHCP,DNS,AD)

Subnet / zunachst beginnend mit einer ersten, reprasentativen Client-Workgroup
AulRenstellen / verteilte Standorte (weltweit)

O O O O

Diese Analyse-Agenten sind Standard-PCs (Windows-XP, 2 GB RAM, 1-2 TB USB-Festplatte).

Zentrale Uberwachungs-Konsole zum Emfang der Syslog-Meldungen der Analyse-Agenten
Zentrales Experten-System zur Offline-Analyse bindrer Messdaten bei speziellem Klarungsbedarf

=a =

MINIMAGIC | , . - )
? Subnet Agent | E> Online Analysis [Statistics/Event Log] [Syslog/EMail]

MINIMAGIC | -
?Central Console E> Syslog Monitor [Subnet Logs] [Event Log Filter]

TRACE:MAGIC . . i .
? Offline Analysis E> Offline Analysis [Layer 1-7 Analysis] [Automatic Report Center]
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SsynapseE:

Synapse Networks - Magic Distributed Monitoring & Analysis (SYN-MA)

Haufige Schwachstellen in LAN+DMZ

Viele Fehler und Gefahren werden nicht erkannt, weil die
Standard-Ausristung Beschrankungen aufweist.

Firewalls schitzen zwar, kbnnen aber komplexe Szenarien
nicht erkennen und nicht dokumentieren.

Intruder Detection Systems (IDS) sind ebenfalls auf eher
eindimensionale Ereignisse ausgerichtet.

Proxy -Server koénnen Applikations-Auffalligkeiten nur begrenzt
erkennen und blocken.

Analyse -Hardware -Appliances liefern zu viel Statistik und
zu wenig Erkenntnis und sind zu teuer.

Anwender-Klagen tiber mangelnde Geschwindigkeit (A D a s
Net zwer k i s t)bzw.aUrsacter vori Performance-
Problemen kdnnen mit diesen Mitteln kaum aufgeklart werden.

Synapse Experten-Analyse in LAN+DMZ

Der Datenverkehr wird an den entscheidenden Punkten des
Netzwerkes vollstandig aufgezeichnet (24/7).

Ring Buffer : Die Aufzeichnungen erzeugen ein Daten -Archiv
mit einem Uber Tage oder Wochen mitwandernden Zeitfenster. Im
Schadensfall ist dadurch volle Beweisfahigkeit — gegeben.

Online -Analyse : Bereits wahrend der Aufzeichnung hochwertige
Analyse der aufgezeichneten Daten (Layer 1-7) und Online -
Warnungen per Syslog und E-Mail durch die verschiedenen
Subnetz-Agenten; ausgedehnte Tabellen und Ereignis-Protokolle.

Online -Monitoring : Eine zentrale Syslog-Console empféangt die
Meldungen der Subnetz-Agenten (Filterung, Speicherung,
Benachrichtigung).

Offline -Analyse : Bei Bedarf weitere Verarbeitung der Messdaten
durch marktfiihrendes Experten -System . Automatische Reports.
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synapse:

Synapse Networks - Magic Distributed Monitoring & Analysis (SYN-MA)

Fernwartung durch Synapse Erfahrung + Referenz

SYN-MA ist fiir den Kunden am sinnvollsten, wenn ausgebildetes Synapse Networks GmbH  betreut u.a. Institutionen

Analyse-Personal die Uberwachung und Pflege Gibernimmt. _
1 der 6ffentlichen Hand (Bund+Land)

9 der Finanzwelt

Synapse Networks GmbH  bietet ein SYN-MA Starter-Kit mit 1 der verarbeitenden Industrie

- Analyse-Agenten fir 3 Subnetze bzw. 3 Messpunkte (z.B. Sowohl re -aktive Storfall-Analyse wie auch pro -aktive System-
DMZ, Domain-Server, Client-Workgroup) und Struktur-Analyse werden hierdurch mit einem HéchstmaR an
Automation und Prazision moglich.
- Zentral-Konsole (Syslog-Empféanger)
Sprechen Sie uns an!
- TraceMagic Analyse Experten-System

samt Remote-Uberwachung und Beratung ab 1.500 EUR im d“.
Monat (12 Monate Laufzeit, Software wird leihweise tberlassen,

——
PC-Hardware stellt der Kunde). Wé /ﬂ;ﬁ«p

Selbstverstandlich kénnen die Software-Lizenzen auch erworben
werden, wenn der Kunde die Betreuung selbst leisten kann.
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Viewer Statistiken+Tabellen / Letzte Aktualisierung: = 2010-07-16 01:07:20

2la]

UDP Packets

TCP Packets

TCF Session attempts ([TCP-57N)]

TCP Sessions granted [SYN/ACK)

TCFP Sessions unacknowledged [57M->777]

TCF Sessions denied (SYH->RS5T]

TCP Sessions reset  [ACK/RST)

TCP 57M repeated attempts # poss. port attacks [TCP-SYN] [no HTTP parts)

TCP retransmissions ¢ equal sequence numbers [Eq/ReT «) [data carrying packets]

TCF duplicate packets / same TCP packet [L4-POU) seen multiple imes / no TCP-ReTx / no routed

TCF empty packets [TCP-ACK w/o data]

TCP data-carying packets

WINS Fackets

> WINS Client Requests

> WINS Broadcast Packets

DMS Packets

DMS Client Requests

DMS Server Replies (total]

DMS Server Replies 4 OK.

DMS Server Replies ¢ Errar

DMS Svr.Em 02 = SERVFAIL = Internal failure while processing request [e.g. 05 emor / forwarding tin

DMS Svr.Em. 03 = M<DOMAIN = Some name that ought to exist, does not exist

DMS Swr.Em. 04 = HOTIMP = The name server does nat support the specified Opcade.

DMS Frivate Domain Root Server Unresolved

DS Public: ~TLD-- Root Server Resolved

DMS client (or fanmarding server] sends multiple requests for zame DMS name resolution

HTTP all ports / all packets

HTTP Client packets

HTTF Server packets

HTTP(30,8080) all Rw/Tx packets

HTTP[30,8080): all requests: GET

HTTFI80,8080): all requests: POST

HTTP(?/ather): Parts = 51000

HTTP[?/ather): all Rud/Tx packets

HT TF[?/other). all requests: GET

HTTP[?/ather): all requests: POST

HTTF GET request with '%-Forwarded-For" statement / poss. unwanted if outbound via HTTF prosy

HTTE sansar rasmames mmabaine "iEramat ban 2 asonmskhn sduarising framea (el

Al

ll Viewer Statistiken+Tabellen / Letzte Aktualisierung: = 2010-07-16 01:07-20

|

By Confia| B Trace Files | & [0)Basio Data 5 [1] EvorsE vant Moritor | ] (2] Event Logebdai | EEF (2] HosteErmor Statstis | 6 [4] Fiter + Secui 4 | »

TCF data-canying packets k] "
NS Packets 115

» WINS Client Requests

» 'WINS Broadeast Packets

DMS Packets

DNS Client Requests

DMS Server Replies [tatal]

DMS Server Replies / OF.

DIMS Server Replies / Ermrar

DMNS Swr.En. 02 = SERWFAIL = Internal failure while processing request [e.g. 05 emor / fonwarding tin

DNS SwrEn. 03 = NADOMAN = Some name that ought to exist, does not exist

DNS Swr.En. 04 = NOTIMP = The name server does not suppart the specified Opcode.

DNS Private Domain Root Server Uniesolved

DNS Public -TLD-- Roat Server Resolved

DNS client [or forwarding server) sends multiple requests for same DNS name resolution

HTTP all ports # all packets

HTTP Client packets

HTTP Server packets

HTTP[20,8080): all Rx/Tw packets

HTTP(80.8080): all requests: GET

HTTP(B0.80B0): all requests: POST

HTTP(?/other). all R=/Tx packets

HTTP[?/ather]: all requests: GET

i
(!
(
HTTP(?/other]: Ports = 51000
[
{
[

HTTP(?/other). all requests: POST

HTTP GET request with "*-Forwarded-For" statement / poss. unwanted if outbound via HTTP prawy

HTTP server response contains 'iFrame' tag / assumably advertizing frame [ak)

S5L all packets

» S5L Client packets

» S5L Server packets

SECURITY" Poss Security Problem(s)

TCP 5N repeated attempts / poss. port attacks (TCP-57M) (no HT TP ports)

DNS SwrEn. 02 = SERWFAIL = Internal failure while processing request [e.g. 05 enar / forwarding tin

DNS Private Domain Root Server Unresolved

DNS Public -TLD-- Roat Server Resolved

HTTP GET request with "=-Forwarded-Far'' statement / poss. unwanted if outbaund via HTTP prasy

HTTP server response contains 'iFrame' tag ¢ assumably advertising frame [ok)

2010-07-16 01:14:34  [866:9611P_Stats_(9)/START - IP_Stats_(9)/STOP -»

2010-07-16 01:14:45  [86Gx06LIP_Stats_(9)/START -> IP_Stats_(9)/STOP ->
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it Viewer Statistiken+Tabellen / Letzte Aktuali

rung: = 2010-07-16 01:07:20 EIEI ﬂ |

® Config | B Trace Files | E=. (0] Basic Data| = [1]Encr+Event Maritor | =] (2] Event Lagemail BB (3] HostsErmor Statistics | & [4]Filer + Secuity DMZ+LAN) |

[0IMAC | [114RF | [211P Routerls) | (3] 1P Hopls) | [411F Hosts (Ri/T#) | (8] ServersiParts | (6] Part Statistios  [7] Name Services (F/T4) | (81HTTP | (9] CxEnars |

{5 DHCP Clients FE WINS +DNS Statistics | %3 DNS Client Renuests | [ Name Service Stalistics R Ts |

IDNS Pkts. (ReqtRep)

SiviEnen aar Fadadan-Spatian e Donnaddind & ol Taballs o ARsie S awlah ahahen

¢ |ONS Name |12 address WINS Pkts.(RegtRep) |DNS Pkts.(RegtRep)  |Client Reguests Svz.Repl. (total) Svr.Repl.:Hits |sve-rep1 ~
251 |alzoz.g.skamai.net 0x SC7B48SE = 32.123.72.88 o 4 2 2
&30 |xe _de Ox S1A99143 = 81.165.145.74 a 4 z z z
525 |g-ecx imsges-smazon. com Ox 51162275 = 81.22.34.117 o 4 P
content.yieldmanager.com Ox SCTB48SS = 32.123.72.8% o 4 2 P z
fltocal.ivebox.de Ox CL2E8752 = 133.46.63.14¢ o 4 2 P 2
stats welc.de Ox C332BOBD = 135.50.176.185 o 4 2 P 2
lom-g003.uk_ incellitxs.com Ox 3T20610D = €2.32.57.13 o 4 2 P 2
statse.webtzends.zkadns.net O 42367513 = §6.150.117.2% a 4 z z z
asn.advolution.de 0x D50923D¢ = 213.5.41.214 0 4 z z z K|
anelspringez.122.207.net Ox 42ZBBFTE = §6.235.143.118 0 4 z z z
£75 |completion.smazon.ce.uk 0x STIZSTIF = 87.31 0 4 z
&71 |ecx.images-smazon.com 0x 51162275 = .34.117 0 4 z
£70 |a-ecx.images-smszon.com Ox CCAOTETE = 204.180.123.128 0 4 z
263 |a2047.x.skamai.net 0x SC7B4482 = 92.123.68.130 0 4 2 z z
282 |wne.syeblastes.geozedizector. skadns.net 0x SC7B4472 = 92.123.68.114 0 4 z
267 |wne. sk land-hilfc.de 0x S046B7DS = 80.70.133.213 a 4 z
565 |wne. sgyprarchive. co uk Ox 4D5C4BO1 = 77.52.75.1 o 4 P
561 _|wne. medion com Ox 3T848337 = 62.180.131.151 o 4 2 P z
£60_|www. faszination-aegypten.de Ox S2ZAS65SZ = 82.165.101.82 o 4 2 P z
£57|wne. friedrichsbad-tesm.de Ox 5518570C = 85.25.87.12 o 4 P
£5¢ |wne.posthank de Ox 3T396325 = €2.153.105.37 o 4 2 P 2
£55 _|www. carsoonland. de O STEAFDA4 = 87.105.253.¢8 a 4 2 2 z
251 |www.tsc-sesteufel.de 0w 52354887 = 82.185.75.13% a 4 z z z
0x 3328032 = 135.50.176.50 a 4 z z z
£47 _|www.swd-netz.de 0x C23B3064 = 134.53.48.100 0 4 2 z z
£44 |wwe. dvgw-cert.com panasras -o-1227.115.14 0 4 z
542 |static-doubleclick-net.l.google.com Table [08] DNS Statistics|, . . ), 0 1 z
241 |mg-web.me-wettar.de 0x C3Z2A1D8 = 195.226.161.216 0 4 2 z z
240 |m.ds.yshoo.com Ox S7FE7A7A = 87.248.122.122 0 4 2 z z
222 |m .cem 0x 42967521 = §6.150.117.33 0 4 z
222 |plists.s3 .cem Ox S7IZSEA7 = 87.238.36.13% o 4 P
237 _|v.movad.de 0x 5572950D = 85.114.145.13 o 4 P
236 ltops mail.ru Ox ST64BZDA = 34.100.178.216 o 4 2 2 2 %

|2010-07-1601:19:36  [1680:4050 |

| Synapse Networks GmbH | Bonner Str. 10 | 55435 Remagen | AG Koblenz HRB 15475 | CALL 0700-SYNAPSE-C | FAX 0700-SYNAPSE-F | SynapseMagicAnalysis_(SYN-MA)_(2010-07-21)_.DOCX |



e

SUNapseE:

'-| %l ‘&l Event Log

|0 <

ey

777 | Config EventLog | Ping Notes + SysLog | ¢WINS.DNS.DHCP | < 4FP5 | czanes | < ARPdetecteds | ICMP Unreachable Host/Network] | ete. |

14:38:35 _€20885 :: 194.55.48.100 << 79.242.120.147 =:: [ 1 =: TCE-5¥YN | B0 <- 459%21) -» TCP Session attempt (TCP-S5YN) -
35 .€21077 :: 73.242.120.147 << 154.55.48.100 o L 1 ICP-8/k (49821 <- 80) -» TCP Session granted (SYN/ACK)
35 .624973 :-: 154.55.48.200 << 194.176€.0.1 o[ 1 DNS Server Reply [C<-5] -> [!] [gamapa.de] [¥ID=0x BBDE] [IB/ITL= ¢l] [UDP] [Ports: 54803 <- 53] = CKE
14:3B8:35 .6€2B8212 :: 134.176.0.1 << 154.55.48.200 o L 1 :: DNS Client Request [C-»8] -> [?] [mailinl5.datevnet.de] [XI0=0x E237] [IP/TIL=12&] [UDP] [Ports: 53 <- 54803]
14:38:35 _ 697253 :: 154.55.48.200 << 194.176.0.1 [ ] z: DNS Server Reply [C<-5] -» [!] [229.66.24.185 in-addr.zrpa] [¥ID=0x 7C35] [IE/TITL= &l] [UDP] [Ports: 54803 <- 53] = CE
14:38:35 _70233% :-: 154.59.51.200 << 10.21.0.11¢ [ ] :: DNS Client Bequest [C-»>5] -» [?] [secureaccess.atkearney.com] [EID=0x 324%] [IP/TTIL=122] [UDP] [Ports: 53 <- &Z04¢]
14:38:35 _703031 :: 184.17&6.0.1 << 194 _.55.51.200 o [ ] :: DNS Client Request [C->8] =-> [?] [secureaccess.atkearney.com] [XID=0x 185C) [IP/TTI=1Z&] [UDP] [Ports: 53 <«- 85354]
14:38:35 _705551 :: 154.55.51.200 << 194.17¢€.0.1 z: [ **] :: DNS Server Reply [C<-8] -* [~] [go.enbw.net ] [¥ID=0x 220F] [IB/ITL= ¢l] [UDP] [Ports: £5354 <- 53] = DNS Svr.Err. 03 =1
14:3B8:35 .706032 :: 10.21.0.11¢ << 154.55.51.200 o [ **] :: DNS Server Reply [C<=8] =-> [~] [go.enbw.net ] [XI0=0x S50E&] [IP/TTL=12&] [UDP] [Ports: 52433 <- 53] = DNS Svr.Err. 03 =1
14:38:35 _722312 -: 194.59.51.200 << 10.21.0.11¢ [ 1 DNS Client Request [C-»5] -* [?] [www.catzlogus.de] [EID=0x 0F1F] [IB/TTL=122] [UDP] [Ports: 53 <- 53809]
35 _7227€9 :: 154.176.0.1 << 194_.5%9.51_200 o[ 1 DNS Client Request [C-»5] -» [?] [www.catalogus.de] [¥ID=0x 4B60] [IB/ITL=1Zic] [UDP] [Ports: 53 <- ©5354]
:35 .741275 :: 154.55.48.200 << 154.176.0.1 [ 1 DNS Server Reply [C<-5] -¥ [!] [175.180.241.5¢_ in-=ddr_arpa] [¥ID=0x 714B] [IE/TITL= &l] [UDP] [Ports: 54803 <- 53] = CE
14:38:35 _789456 -: 194.59.48.70 << B0.1B87.34.134 T [*eH] TCE-ReTx (28862 <- 5Z108) -» TCP retransmission / equal e numbers (Egq/ReTx) (data carrying packet) (& 13650 -» § 14187) i
14:3B8:35 .873827 :: 134.59.48.200 << 194.176.0.1 H 1 DNE Server Reply [C<-8] ~-> [!] [fo-anyycs-d.ayl.b.yshoodns.net] [XI0=0x E1ES] [IP/TIL= €1] [UDP] [Ports: 54803 <- 53] = 0K = 216.115.111.4:
14:38:35 .874485% -: 10.15%.0.21 << 194_.5%.48.200 [ ] z: DNS Server Reply [C<-5] -¥ [!] [fo-anyycs-d.zyl.b.yahoodns_net] [¥ID=0x CB37] [IB/ITL=1Z&] [UDP] [Ports: 55528 <- 53] = 0K = Ils.115.111.4
14:38:35 .936504 :: 154.178.0.1 << 194.59.48.200 N 1 DNS Client Request [C->S] -> [?] [254.13.15l.4l.in-addr.arpal [XID=0x 3C57] [IP/TTL=l2g&] [UDP] [Ports: 53 <- 54803)]
14:38:35 _954723 :: T4.8.136.85 << 194.5%.51.112 11 [*e¥] TCE-ReTx | 25 <- 18470) -¥ TCP retransmission / equal sequence numbers (Eq/ReTx) (dsta carrying packet] (§ 13781 -» § 14234) E
14:38:35 _962437 :: 154.55.51.112 << 10.18.0.29 o[ 1 TCE-5¥YN | 25 <- &2736) -» TCP Session attempt (TCP-S5YN)
14:38:35 .962437 :: 194.59.51.112 << 10.1B.0.2% 1 [¥H] ICP 5YN repested attempt / poss. port attack (ICP-SYN) (no HTTE port) 25 <- 82738 / Treshold: 12 SYN pkts. to same server port in seguence / Poss.Secur
35 .962634 :: 10.18.0.25 << 194.5%.51.112 [ 1 TCE-5/2 (62736 <- Z5) -» TCP Session granted (SYN/ACE)
35 .978623 :: 194.59.48.100 << 217.82.137.13% :: [*##] :: EITB{ 80] GET : HITD GET request with "K-Forwarded-For" statement / poss. unwented if outbound viz HITP prony sezver /
14:38:36 _010603 :: 10.18.0.25 << 194.5%.51.112 o[ 1 z: TCE-FIN (62736 <- 25) -» TCP Session correctly terminated (TCP-FIN)
14:38:36 _011116 :: 154.55.51.112 << 10.18.0.29 = [ 1 z: TCE-FIN | 25 <- 82736) -» TICP Session correctly terminated (TCE-FIN)
14:3B8:36 .0459382 :: 217.52.137.12% << 154.55.48.100 o L 1 HITP/1.1 200 OK / Content-type: text/html
14:38:36 .103445 :: 154.55.51_.200 << 194.17¢€.0.1 o[ 1 DNS Server Reply [C<-5] -» [!] [mtv.ivwbox.de] [£ID=0x 3€7E] [IB/ITL= ¢l] [UDP] [Ports: £5354 <- 53] = 0K = 193_46.63.121
14:3B8:3¢ .104127 :: 10.21.0.11¢ << 154.55.51.200 o L 1 DNE Server Reply [C<-81 =-> [!]1 [mtv.ivwbox.de] [XI0=0x S520F] [IP/TIL=12&] [UDP] [Ports: &€2511 <- 53] = OK = 133.46.63.121
14:38:36 _127316 -: 194,145 224 135 << 194.5%.51.112 [ 1 TCE-5YN | 25 <- 18680) -» TCP Session attempt (TCE-SYN) i
] [ m | b
|[ s] & 14781 :: 2010-02-17 14:38:3¢ .6599828 :: 154.176.0.1 << 194_.59.48.200 x [ ] z: DNS Client Request [C-»5] -» [?] [al._panthercdn.com] [¥ID=0x &CB5] [IP/TTL=1Z%] [UDF] [Ports: 32 |

[777]

2000-07-16 011636 1670615

4|

| Synapse Networks GmbH | Bonner Str. 10 | 55435 Remagen | AG Koblenz HRB 15475 | CALL 0700-SYNAPSE-C | FAX 0700-SYNAPSE-F | SynapseMagicAnalysis_(SYN-MA)_(2010-07-21)_.DOCX |



E= Taffic:Statistice I 2010-02-17 14:38-20 ﬂﬂ ﬂ

b Traffic Statistics lﬁ? Traffic Filter]

W~ [+ T Testiists

[4] Traffic per 1 sec. | [B] Traffic per G sec. | [C] Traffic per 10 sec. | [D] Traffic per 15 sec. | [E] Traffic per 60 sec. | [2] Statistic £S5 | [01] Protocals |

i~

Il Packsts/1sec.

Il KiloBytes (KB )/1sec.

I lMegaBytes(MB ) 1sec.

— Broadcasts-Multicasts/1sec.

+ Packets

e e .
0 5 10 15 20 25 30 35 40 45 S0 55 80 65 70 75 80 85 90 95 100 105 110 115 120 ?mns
p3

207 =ec. (total since start)
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E= Traffic Statistics I? Traffic Filterl

| W% [+ T TestiListe

r

55.000 1
50.000
45.000
40.000
35.000
30.000
25.000]
20.000

15.000

{TA] Traffic per 1'sec | [B] Traffic per 5 sec. | [C] Traffic per 10 sec. | [D] Traffic per 15 sec. | [E] Traffic per B0 sec. | [Z] Statistic .

Network Utilization (Load) /1 sec. (120 * 1 sec. =2 min.}

£sv | [01] Protocols

KileBitz(kbps ) 1sec. - ALL PACKETS (any fiters ignored)
I KiloBits(kbps max. Peek
[ KiloBits(kbps J1sec.
— KiloBits(kbpz JAverage
——— KiloBits(kbps1sec. - FILTER = M3-Windows SMB
KiloBits(kbps i 1sec. - FILTER = HTTP
— KiloBits(kbps/1sec. - FILTER = MAIL
KiloBits (kbps i1sec. - FILTER = ICA
KiloBits(kbps)/1sec. - FILTER = WINS+DNS
— KiloBits(kbps }/1sec. - FILTER = LDAP+Kerberos

10.000

5.000

" Packets

0

& Khps
© Mbps

|199 sec. (total since start)
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